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ow could they have been so stupid?”
If we're honest with ourselves, we often
think this when we hear about a crisis hit-
ting an organisation. The next question is:
“Who knew and for how long? Was it a
team of renegade employees or did it go
all the way to the top?” A big crisis can
topple the CEOQ, finish the career of the
head of corporate communications and
ratchet up damages in the billions. As for
the long term reputational damage, that
is a moving figure.

From the outside looking in, it is easy
to be judgemental. In today’s business
world, the response to a crisis is that sen-
ior leadership should have seen it coming.
But there’s one question that rarely gets
asked and it is critical for corporate com-
municators to consider: could they have
seen it coming? Is it within the power
of organisations to look around corners
and see in the dark, to spot and remove
reputation risks before they cause mas-
sive destruction of shareholder value and
damage to society? Perhaps we shouldn’t
expect this type of future vision; these
days we do.

Increasingly, Europe’s communica-
tions professionals are being asked to
help their organisations identify repu-
tational risks before they strike. A recent
Brunswick Insight/EACD survey of sen-
ior in-house communicators across Eu-
rope found that nearly nine in 10 (87 per
cent) expected identifying and addressing
reputation risks before they harm the
business to be a major focus of their work.

However, for the majority of these same
communicators (55 per cent), identifying
emerging issues remains a significant
challenge for their organisation and four
in 10 (42 per cent) are concerned that their
organisation is not prepared for a crisis.!

A typical annual report of a large
multinational company suggests it is
doing and saying all it needs to when
it comes to risk management. Compa-
nies routinely identify risk management
as very important and give detailed de-
scriptions of their best practice for risk
identification and management. They
promote the value of their reputation
and regard it as an asset. They are “con-

“Is it within
the power of
organisations to
look around corners
and see in the
dark, to spot and
remove reputation
risks before they
cause massive
destruction?”
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tinually” doing more to strengthen trust,
tighten risk management procedures and
demonstrate transparency. If, with all of
these ideals and safeguards in place, cata-
strophic reputation crises can still break,
what is the lesson for senior in-house
communicators? The task is hopeless... so
just give up? Clearly, that is not an option.
Society will only expect business to try
harder. So what tools and techniques are
communications professionals using to
proactively manage reputation and hori-
zon scan for emerging risks?

Most large corporations have a risk
committee or audit and compliance
committee that is responsible for iden-
tifying and addressing risks of all types,
including risks to reputation. But until
recently, reputation was behind other
types of risks considered. That must and
will change. Brunswick Insight’s research
found that most (84 per cent) senior in-
house communicators say corporate
reputation is of increasing importance
to senior leadership. Other evidence from
Deloitte surveys of senior executives
around the world in 2013 and 2014 shows
that reputation damage was considered
the number one risk concern, and nine
in 10 (88 per cent) were explicitly focused
on reputation risk as a key business chal-
lenge.?

Defining
reputation risk

The first step in effective reputation
risk management is to clearly define what
we mean by “reputation risk”. General
business risk tends to fall into one of
three categories: operational risks that
go with the day-to-day running of the
business (including product quality/safe-
ty, supply chain, finance, and compliance)
and which are supposed to be under the
company’s control; strategic risks that a
company assumes in order to try and
beat the competition; and external risks
that are due to events beyond the control
of the organisation. Reputational risk can
fall into any of these three categories.
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One useful way to define reputation
risk is as the risk of loss resulting from
damages to a firm'’s reputation. The loss
could be lost revenue, increased operat-
ing, capital or regulatory costs, or destruc-
tion of shareholder value3 Reputational
risks tend to occur when: 1) there is a gap
between a company’s reputation and the
reality of the firm, 2) there are changes
in social beliefs or expectations, or 3) the
company exhibits poor control over its
operational risks.* Gaps between percep-
tion and reality occur when a company’s
reputation with its stakeholders is very
positive but the actual character or be-
haviour of the company doesn't live up
to those perceptions. These gaps create
very real risks to reputation. Should this
underperformance and failure to live up
to expectations become known, reputa-
tional damage is the result. However, it is
possible that the perception gap works in
the other direction — when reputation is
worse than actual character or behaviour
deserve (e.g. the company may be meeting
or exceeding expectations but stakehold-
ers are not aware of it). Reputation gap
risks in either direction can cause real
value destruction for a company — and
can and should be managed, either by
changing behaviour, more effective com-
munications, or both.

Also, societal beliefs and stakeholder
expectations shift over time. Practices
that were once acceptable may suddenly
be reputational risks as social norms and
behaviours change. Whether the issue is
the use of palm oil in consumer prod-
ucts, the number of women on boards,
or aggressive tax minimisation arrange-
ments, stakeholders may condemn what
was once considered acceptable. The best
way to stay ahead of this type of risk is to
closely monitor stakeholder expectations
and factor them into company behaviour,
engagement and communications.

Finally, poor organisational control
and coordination can lead to situations
where one part of the business is working
to address stakeholder expectations (e.g.
agreeing to stop certain marketing prac-
tices related to the sale of infant formula
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EXECUTIVE SUMMARY

» Companies are increasingly
recognising the importance
of reputation risk.

* They are putting in place
structures, such as dedicat-
ed committees and leaders,
and comprehensive systems
to map, track and manage
reputational risk.

 Crises will still occur,
therefore, communications
professionals need to help
their organisations prepare
to deal with them quickly,
transparently and effec-
tively.

in developing markets) while other parts
of the company continue the practices,
either because they were not aware of the
change or because they chose to ignore
them. Individual employees can also go
rogue and act in ways that are incon-
sistent with a company’s stated values
(e.g. saying something inappropriate on
Twitter) or illegal (e.g. conspiring to ma-
nipulate Libor rates). Either way, the re-
sult can be severe reputation damage for
the company. The phenomenon of data
permanence only compounds this risk.
Because nearly every email, text message
or social media post we create basically
lives forever once we hit send, companies
are at perpetual reputational risk from
employees’ electronic communication.
While reputation risk due to poor organi-
sational control is preventable with clear-
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er guidance, stronger culture and ready
punishment for transgression, managing
this type of risk is difficult for large, geo-
graphically diverse organisations.

What are companies doing to identi-
fy and manage reputation risk?

Even with the best policies, practices
and systems in the world, it is impossi-
ble to eradicate all reputation risk and
crises. That’s why crisis response prepa-
ration will remain an important part of
the reputation risk management toolkit.
Nevertheless, companies are making
structural/cultural and system changes,
to identify and manage reputation risk.
These include:

Dedicated reputation risk com-
mittees: While many large banks and
other financial institutions have separate
reputation risk committees with clearly
articulated risk frameworks and who re-
port directly to the board and CEO (a re-
action to the financial crisis and resulting
reputation damage), most companies still
tuck reputation risk into their general
audit and risk committee or someplace
similar. Best practice requires giving rep-
utation risk the attention it deserves —
including a voice in assessing the firm’s
appetite for strategic risks. Companies
such as Barclays Bank are putting the
assessment of reputation risk at the heart
of their risk management approaches,
particularly when considering new strat-
egies. Reto Kohler, head of strategy at
Barclays Investment Bank says:

Now our risk framework quite ex-
plicitly demands evidence that when
we're thinking about a new strategy or
whatever it may be, that conduct and
reputation risk be taken into account.
[Deloitte 2014: Reputation Risk Survey]
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Creation of a chief risk officer
with responsibility for reputation
risk who reports directly to the board or
CEO. While the CEO has ultimate respon-
sibility for the reputation of the company,
day-to-day oversight of reputation man-
agement by the CEO is not realistic. Hav-
ing a CRO with CEO support is a powerful
and necessary alternative.

Mapping and tracking of all
sources of reputational risk. Wheth-
er done internally, externally or in col-
laboration with expert advisors, com-
panies are putting in place systems and
approaches for mapping and tracking
reputational risks wherever they may
arise, including early warning of social
media reputation risks. Real-time risk in-
telligence and early warning systems can
generate mountains of data. Separating
what matters from the noise isn't easy
and can't be reliably automated. Mak-
ing sense of this data and getting it into
the organisation in a timely way requires
both skilled human analysis as well as
easy-to-understand dashboards and oth-
er data visualisation tools.
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Surveys of stakeholders/consum-
ers to understand their concerns and ex-
pectations, as well as to identify issues
on their radar. As reputational risks are
by definition derived from stakeholders
concerns and expectations, it is only log-
ical that companies should periodically
or continuously listen to these business
critical audiences. The result of this work
is often a detailed engagement strategy to
increase alignment between how stake-
holders perceive the company and how
the company wants to be perceived.

Programmes and campaigns to
mitigate operational reputation
risks. More and more companies are re-
alising that putting up posters spelling
out their mission, vision and values is not
enough to inoculate themselves against
charges that they could have done more
to avoid a crisis. The current emphasis is
on employee engagement campaigns that
help educate and internalise the desired
behaviour among staff. Should a crisis oc-
cur, these more interactive programmes
help to demonstrate that the firm proac-
tively did all that it could to anticipate
and address this type of risk.
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Conclusion

It takes time to repair reputation
damage and restore lost trust. Unethical
or illegal behaviour is never acceptable
—but is often unpredictable. It is impossi-
ble for any company to know everything
everywhere. And while it is great to have
whistle blower systems to enable report-
ing of bad behaviour, no system is perfect.
What's needed in this age of transparency
and always-on social media conversation
(where little stays secret for long) is a
composite strategy for managing repu-
tation risk.

Each element of the strategy must
work together to ensure that the com-
pany is best placed to identify, qualify
and respond to risks before they become
crises. Critical to an effective strategy is
acceptance of and preparation for the
crisis that could come at any moment.

Senior in-house communicators can
and should help their organisations im-
plement a comprehensive reputation risk
management strategy. Their position in
the organisation gives them a unique
vantage point for identifying and man-
aging reputation risks, as well as for pre-
paring answers and navigating the crisis
if the lights do go out. e
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